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How data residency 
works with AI
Where prompts, outputs, and 
stores actually live

Grounding techniques
File search, indexes, and 
enterprise sources

Evaluation and 
observability
Proving quality, safety, and 
cost in production

Safety and governance
Guardrails, red teaming, and 
policy enforcement

Canada-first data 
residency
Making the boundary explicit 
and testable
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• Microsoft Solutions Partner
 Modern Work
 Security
 Digital & App Innovation Azure
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• Microsoft Gold Partner with 11 
Competencies (legacy)

• 100% Microsoft Certified Team
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Bounded, grounded, and observable: every action allow-listed, every claim sourced, every failure contained.



Principles
How the agent is allowed to 
act
▪ Defined outcome and 

accountable owner
▪ Least autonomy; allow-

listed tools
▪ Read separated from write
▪ Human review on 

consequential actions

Groundedness
Answers tied to approved 
sources
▪ Retrieve only from 

approved sources
▪ Citations and source 

metadata preserved
▪ Groundedness scored by 

built-in evaluators
▪ Decline when evidence is 

missing

Security
Contain what the agent can 
reach
▪ Entra ID, least-privilege 

access
▪ Private endpoints, no public 

access
▪ Prompt-injection and 

content filters
▪ Traces and audit trails on 

every action

Principles set behaviour, grounding earns trust, security contains the blast radius.
All three are tested and evidenced before an agent reaches production.





Data Residency
Where data is processed 
and stored

▪ Deployment type
▪ Project / service region
▪ Customer-controlled 

storage

Network 
Reachability
Who and what can connect 
to the service

▪ Private Link
▪ Public access disabled
▪ Virtual network injection

User Geography
Where users can sign in 
from

▪ Entra Conditional Access
▪ Named locations
▪ Countries and IP ranges

These controls do not substitute for one another.
A Canada-first claim = all three layers documented, configured, tested, and evidenced.



Define the boundary
What in-region must mean
▪ Document the boundary: 

Canada or a named region
▪ Confirm regional availability 

of every service in the stack

Keep data in region
Where it is deployed and 
stored
▪ Regional deployments; no 

global routing without 
approval

▪ Stores, indexes, keys, logs, 
backups in region

▪ Private endpoints and 
controlled egress

Residency is a design decision, not a region setting.
Every service, store, connector, and log must sit inside the documented boundary.







Azure AI Foundry, live.
Grounding and security testing of sensitive information



Upcoming
Events



• Third Tuesday of Each Month

• pointalliance.com/events
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